Performa 365 NIS2

Digital platform for change management

Cybersecurity and future readiness
through digital transformation
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DIGITAL VALUE CREATION AND DIGITAL GROWTH

Within the framework for developing smart products (Smart Product), it is important to enable a
multi-level system of the organization's strategic capabilities in the following sequence:
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We develop this digital value creation chain (Value Chain), abbreviated DOVAS, on our platform and
support the development of the organization's agile capabilities and future readiness.

WHAT NEEDS | PROEBLEMS DOES PERFORMA 365 NIS2/DX ADDRESS

Requirements under EU directives and Croatian regulations
Reduction of various risks

Readiness for an uncertain future - agility

Timely change management

WHO ARE THE SPECIAL NIS2 ENTITIES (industries/Imarket segments)
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Digital services Digital infrastructure Re&Search
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Financial market Energy | Water and
wastewater
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Postal services Chemicals Healthcare Manufacturing
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Education Transport Public services

New capabilities for enhancing NIS2 cybersecurity are methodologically supported by the U.S. NIST2
framework functions:
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Developing awareness and related capabilities among teams and employees is a critical success
factor in enhancing cybersecurity in every organization.
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Designed for everyone in the organization - training and certification
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Employee DT Lead

Microsoft 365 Integration

 Single sign-on

e Security provided by Microsoft

« Documents stored on SharePoint
Online

Configuration of Various
Content Types

* Interactive content (HTMLS5)

* Repository of existing learning
materials

 Video content

* PDF documents

Task Assignment /| Enroliment
in Training

e Group enrollment - entire organization,
by organizational unit and job position
* Individual enroliment

Competencies

e Competency model

 Training catalog integrated with the
competency model

« Integration of change management -
competencies - training
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IT Manager Director

Knowledge Base

» Knowledge stored in a structured
format

» Search using keywords and filters

e Relevant, up-to-date, and easily
accessible

Surveys

e Multiple question types

 Within the organization

» Outside the organization

e Automatic generation of survey
results

Analytics and Reports

 Participant tracking
» Analysis of exam results
» Advanced data analysis / Power Bl

(Self-)Assessments of
Knowledge / Skills
Exams | Quizzes

 Various question types
e Time limit
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WHAT VALUE DOES PERFORMA 365 NIS2/DX DELIVER

The platform for digital transformation and team
and employee training supports organizations at
four levels:

Company level: market capabilities and competitiveness, and A
development of resilience to various risks (including cyber risks). -

Organizational unit level (group functions): development
of the company's strategic capabilities across a given
number of teams with an appropriate number of people.

Team level: development of the team's strategic
competencies through team training and certification.

Individuallemployee level: training planning, training,
testing, and verification of employee skills.

Key Obligations:

v Risk management, incident reporting, audits
v Certification and strengthening system resilience
v/ Threat assessments, protection plans, cooperation with authorities

Connect with us! o @ D

A.Zaje 61/ Zagreb, HR Scalable Cloud Solution Fast and Easy Available on All
+385 (0)1 3040 588 (Software as a Service) Implementation Devices 24/7
p365@infodom.hr

www.infodom.hr

InfoDom d.o.o. is a leading provider of flexible digital platforms for the public and private
sectors, enabling business excellence and economic sustainability based on leading % o
international and Croatian standards. With a network of renowned ICT partners and an -i.a;fr
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in-house solutions development department, the company provides key competencies A ﬁﬁ
for future market trends: productivity, flexibility, and organizational awareness. OEAE
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